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ABSTRACT systems without good debugging tools is highly impractical.

Debugging multi-agent systems (which are concurrent, distributed, . C“r_fe”F debugging tools mos_tly use |_nf_ormat|on gathering a_md
and consist of complex components) is difficult, yet crucial. We visualisation to present a graphical depiction of system behaviour

propose that the debugging process can be improved by following t© the Programmer, so they can understand how the system and the
an agent-oriented design methodology, and then using the designag_ems are behaving and interacting. The focus is on the gollectlon
artifacts in the debugging phase. We present an example of thisOf |nfor_mat_|on,_ usually_agent messages, and the presentatl_on to the
scheme which uses interaction protocols to debug agent interaction US€" With filtering applied to the messages [14, 15, 11]. This work
Interaction protocols are specified using AUML and are translated "OWeVer. has not adequately addressed the difficulties of debug-
to Petri nets. The debugger uses the Petri nets to monitor conversa3d'n9 mu_Itl-agent _systems. Some limitations of current multi-agent
tions and to provide precise and informative error messages whend€0Ugging techniques are:

protocols aren't correctly followed by the agents. e Programmers are generally presented with too much infor-

. . . mation making it difficult to understand what is really hap-
Categories and Subject Descriptors pening in the system.

D.2.5 [Software Engineering: Testing and Debugging-Festing
tools, Debugging aidd.2.11 [Artificial Intelligence ]: Distributed
Artificial Intelligence—Intelligent agents, Multiagent systenis2.2
[Software Engineering: Design Tools and TechniquesPetri nets

e Without a proper procedure for identifying what sorts of in-
formation to look for it is unrealistic to know in advance what
information will be useful when trying to debug the system.

e Most systems have no means of identifying where problems

1. INTRODUCTION may be occurring, even if the developer notices an error it
Intelligent agents are an important technology. Based on founda- could take an unnecessarily long time to pinpoint the location

tional work in Al and Philosophy, agent technology has significant of the error.

applications in a wide range of domains [9] and is seen by some as

a natural successor to object-oriented programming [8]. e They rely on the programmer interpreting the information
As is sometimes forgotten, agents are software and developing correctly. Since the output of most of the debugging tools is

agents is developing software [24]. An important phase of devel- raw messages the developer needs to inspect the contents of

oping software is debugging it: it is suggested that debugging and the messages and the flow of messages and try to determine

testing may occupy between 25 and 50 percent of the total cost and what is going wrong. With a large number of messages this

time of system development with much of this time spent locating can be extremely difficult.

the cause of a problem [1, 25]. ) .
Multi-agent systems are inherently complex due to the non-det-  ON€ way that we understand a system is by looking at the de-

erministic behaviour that these systems can exhibit and the fact thatSi9n documents produced in the pre-implementation stages of sys-
the components of these systems may interact in flexible and so-t€M development. During the design phase models of the various
phisticated ways. Therefore the debugging process is more com-components of the system are built. These models are supported

plex and more important than for traditional systems. Despite this, With diagrams ranging from static class diagrams to sequence or

very little effort has been applied to developing appropriate debug- interapti_on diagrams [7]. These models represent the developers’
ging tools and techniques. Unfortunately, debugging multi-agent description of the system and are used to explain how tht_e_system
should operate, they are also used by programmers to facilitate the

coding process.
Our central thesis is that the design documents and system mod-

Permission to make digital or hard copies of all or part of this work for ~€ls developed when fpllowing an agent-based software enginee_ring
personal or classroom use is granted without fee provided that copies aremethodology can be incorporated in an agent and used at run-time
not made or distributed for profit or commercial advantage and that copies to provide for run-time error detection and debugging.

bear this notice and the full citation on the first page. To copy otherwise, to  \We have identified a number of design artifacts that could be

republish, to post on servers or to redistribute to lists, requires prior specific | ,caq tg facilitate this process including protocols, interaction dia-

hermission and/or a fee ram nario diagram bility diagram nt overview di
AAMAS'02,July 15-19, 2002, Bologna, ltaly. grams, scenario diagrams, capability diagrams, agent overview di-

Copyright 2002 ACM 1-58113-480-0/02/0007$5.00. agrams, plan descriptors, etc. In this paper we focus on debugging



agent communication by using interaction protocols. Communica-
tion is an integral component of multi-agent systems, and debug-

ging the communication that occurs between agents can be quite

difficult (for example see [5]).

We begin by presenting an overview of interaction protocol de-
sign within an agent based software engineering methodology. We
then describe (using a running example) how interaction protocols
specified using AUML notation can be used to debug message ex-

changes between agents by translation to Petri nets and using the

Petri nets to monitor conversations.

2.
2.1 Agent Oriented Software Engineering

Software engineering techniques aimed at the development of
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Figure 1: Interaction Diagram

agent based systems have recently emerged. Castro, Kolp and My-

lopoulos [3] provide a requirements driven methodology that fo-
cuses on the human-like, distributed behaviours of software entities
and takes the software engineering process from early requirement
through to implementation, these ideas are manifested in the Tropo
methodology. Wooldridge, Jennings and Kinny [23] also provide a
methodology that the analyst can follow from requirements to im-
plementation and they also focus on human-like characteristics, in
particular the BDI framework. However, they view requirements
as an independent process rather than driving the design as in Tro
pos. Other work has identified the need for agent oriented software
engineering [19, 22].

Over the last several years we have been developing an agen
oriented methodology in collaboration with Agent Oriented Soft-
wareh called Prometheug18] Prometheus is a detailed and com-
plete (“start-to-end”) process for specifying, designing, and imple-
menting intelligent agent systems. It is this methodology that we
use in our investigation into the use of interaction protocols within
a debugging agent.

2.2 Interaction Protocols

One of the artifacts that is developed when following the Prometh
methodology is a set of interaction protocols (IPs) that capture the
interaction patterns between agents.

The starting point for developing the interaction protocols are a
set of use case scenarios which describe at a high level the step
the system will go through to achieve the desired functionality. For
example, consider an online store selling books. One important
use case involves a customer purchasing a book. This might be
described as follows:

Use caseSell (ID1)
Description: The customer buys a book.
Steps:

1. Customer places an order for a book.

2. Customer specifies delivery option.

3. Shop assistant checks customer’s credit card details.
4. Shop assistant thanks customer and places order.

Additional fields in a use case specification (not shown here) in-
clude a context, description of information read and written, and
variations on the use case.

Once the developer has determined which agent types will be
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on these use case scenarios, indicating the flow of messages (or
interactions), between agents. Where a use case step performed by
agentA is followed by a step performed by a different agéhthe
interaction diagram will have a message frofnto B. Figure 1
shows an interaction diagram based on the use case above.
Interaction diagrams (like use case scenarios) show only one
particular way the interaction may happen. Theoretically a full
set of interaction diagrams could show all possibilities and would

thus fully define the inter-agent interactions. However it would be
tedious to develop a complete set of interaction diagrams and it
would be difficult for the reader to comprehend the large number
of such that would be generated. Instead we generalise sets of in-
teraction diagrams into protocols by extending the notation with
additional features; for example allowing a specification of choice
points where interactions diverge, and allowing a specification of
parallelism where temporal ordering can vary. This allows us to
succinctly specify all possible sequences of interactions within an
interaction pattern initiated for a particular purpose.

Figure 2 shows an example of a protdcwhich is used as part
of the interaction diagram in figure 1. A merchant asks a bank to
AGthorise a credit card transaction. The bank replies asking for de-
tails which the merchant supplies (perhaps getting the user to sup-
ply them). The bank can respond with either approegipfove
or rejection (eject-2. In one case (where the card is known to be

tolen perhaps) the bank will respond with botlej@ct-1message

and afraud message (perhaps asking the merchant to confiscate
the card). Note that we do not require that freud andreject-1
messages be sent in any particular order. We use the AUML [16]
notation for specifying protocols. This notation has the advantage
of being used (e.g. by FIPA [6]) and is close to UML, and thus pre-
sumably easy for a software professional to learn. AUML provides
a range of features (in addition to those shown in figure 2) such
as merging of messages, a non-exclusive choice, and the ability to
specify sequencing of messages.

In order to build the protocol, the developer simply asks the ques-
tion at each point in the interaction diagram (or developing proto-
col), whether this message necessarily comes after its predecessor,
and whether there is any other response that could happen at this
point. By doing this recursively the full protocol is eventually de-
veloped. Use cases and interaction diagrams can readily be checked
to see that they are covered by the protocol developed.

Note that the protocol of figure 2 could be simplified (for exam-

used in the system, interaction diagrams can be developed based The labels (e.g. M1, B2) aren’t part of the AUML notation, rather

! A company which markets the agent development software plat-
form JACKT™ as well as agent solutions

they are introduced later in the translation process; we give them
here for convenience. The abbreviations for messages (e.g. CCR
for “Credit check request”) are also used later.
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Figure 2: Interaction Protocol agent may be concurrently engaged in multiple con-
versations, with different agents, within different IPs.
..." ([6], end of 2.1, IP = Interaction Protocol)
ple by merging messages), however, we intentionally use the given )
version since it illustrates a range of features which are typical of FOr the above reason we require that the agents are aware of the
larger more complex protocols. Note also that we do not handle Conversations that they are engaged in, therefore each message must
the full notation as defined by FIPA [6]; rather we have selected the Pelong to a particular conversation, hencedhaversation id

key constructs that allow us to adequately describe a great number  1he debugging agent represents protocol instances internally as
of real world protocols. Petri nets[20]. We choose to do this, rather than use AUML, for

two reasons. Firstly, Petri nets are a precise notation with clear
formal semantics whereas AUML is not precisely defined. Sec-

3. DEBUGGING USING INTERACTION PRO- ondly, by using a general underlying protocol representation which

TOCOLS is decoupled from AUML we allow ourselves to use other proto-

We now present the overall design of a debugging system that col representations (incluc_:ling futu_re versions of AUML) so long
monitors the interactions between agents. The key idea is that we@S they can be translated into Petri nets. Note that the AUML pre-
monitor the exchange of messages between agents and check thegentation of the protocols shou_ld be used for visualisation purposes
against interaction protocols. Violations of the interaction proto- rather than the translated Petrinets. _
cols such as a failure to receive an expected message or receiving e overall architecture is depicted in figure 3. The debugging
an unexpected message can then be automatically detected and prédent has a library of known protocols (represented as Petri nets).

cisely explained (e.g. “agent received message: which was ~ When a new conversation is started (i.e. the debugging agent re-
unexpected — the agent was participating in protdecind was ceived a message which isn’t part of an existing conversation) the
expecting either or 1*). debugging agent instantiates all protocols which are capable of be-

We introduce a central debugging agent into a standard multi- ginning with the received mes_ségahere will be a set of protocol
agent system. This debugging agent is responsible for monitoring instances fo_r each conversation. In many cases, wnere message
all interactions (messages sent) between the agents in the systenfyP€s are unique to each protocol, the set of protocol instances for
Therefore we require that carbon copies of any messages sent by? given conversanon_ will consist of a S|ngle protocol instance. We
agents also be sent to the debugging agent. Introducing the debug!€turn to the debugging agent and how it tracks protocol execution
ging agent has minimal impact on the behaviour of the system — USing Petri nets in section 5.
if the system is highly timing dependent then the additional time
taken to transmit a carbon copy of messages may affect the sys-<4. REPRESENTING AND INTERPRETING
tem’s be_haviour. In particular, _the time_ dif'fen_ance betyveg_n a mes- PROTOCOLS
sage being transmitted and being received might be significant. For . . .
the moment, we assume that the system isn't timing dependent. In _th's _sectlon Wwe present a process f_or convertlng a prot_ocol
Extending our method to deal with time-dependent systems can bespecmed in (_a subset of) AUML to an equivalent Petri net version.
done by separating message sending and message receiving intdhe translation process represents e_ach state c_>f the protpcol and
two different “events” that are significant to the debugging agent. ©ach message of the protocol as a unique place in the Petri net; the

The actual representation of the message is not specified, how-translation potentially introduces additional places.

ever the debugging agent needs to be able to determine the follow- Ve bﬁlleve th?)tl Petri nets are an appropna(tje (rjepreserI]tzﬁlor} b?;]
ing information:sender, receiver. message tyjey. cfp, propose),  Cause they are able to capture concurrency and adequately deal wit

and conversation id The need forsender, receiveand message the need to be in multiple states simultaneously (for example M4

typeshould be clear, however tiwnversation idnay need a lit- and M5 in figure 2); something which finite statg machines are un-
tle justification. Theconversation iciniquely identifies each con-  @Ple to represent. Also, they appear to be sufficiently powerful to

versation within the multi-agent system. An extract from FIPAs  3Unless the protocol used is specified in the message, something
proposed standard [6], explains the need fooaversation id that FIPA allows but does not require.




capture the necessary building blocks of protocols. The translation
given islocal in that each part of the AUML protocol corresponds
directly to a part of the Petri net. Finally, there exist algorithms (and
tools!) for checking for various properties (deadlock, liveness, etc.)
of Petri nets and given an AUML protocol we could translate it to
a Petri net then check its properties.

4.1 Petri Nets

We briefly introduce the Petri net notation (named after Carl
Adam Petri). A Petri net [20] consists of places (depicted as cir-
cles) and transitions (depicted as rectangles) which are linked by
arrows. Additionally, places may contain tokens (depictede)y
The placement of tokens on a net isritarkingand executing (“fir-
ing”) a Petri net consists of moving tokens around according to a
simple rule; the places, transitions, and the links between them re-
main unchanged.

A transition in a Petri net ienabledif each incoming place (i.e.

a place with an arrow going to the transition) has at least one token.
An enabled transition can dgeed by removing a token from each
incoming place and placing a token on each outgoing place (i.e.
each place with an arrow from the transition to it). For example,
in the figure below, the transition fires by removing a token feom
and fromP and placing a token o).

R
e

Beforefiring

50

=]

Q
After firing

4.2 Identifying and labelling places

The first stage of converting the protocol to an equivalent Petri
net is to identify the places. In our Petri net protocols we have two

adding a token to the corresponding message place, this should then
enable the Petri net to fire transitions which simulate the changes
in protocol state.

Selection (or exclusive or) as shown below provides the agent
with a choice as to which message can be sent. We say that if the
protocol is at stateP it can send message and will move into
state@, or it can send messageand move into staté (but not
both). The Petri net version of the selection connector is presented
alongside the AUML version. Note that we have the standard state
places forP, @Q and R. We also need the message plaeesdb.
Therefore the selection connector adds a transition for each choice
and the transition has input from the associated message and the
current stateP.

a() P

Q R

The parallelism connector as shown below requires that both
message and messagkare sent when in state, and the order is
not specified. The translation (ignore the dotted transition and links
for the moment) adds two extra plac#¥,andP", these places es-
sentially split the processing so that the agent can be in two states
at any time (namely) and R). This is precisely the behaviour we
want when performing a parallel operation. The addition of these
two places requires we add three transitions: fiéto P’ andP”,
and from each of”’ and P” to ) and R respectively.

This translation (ignoring the dotted components) has a problem
— the transition fromP to P’ and P” is not caused by a received
message. Although in this context it is safe to fire the transition,

types of places, corresponding to protocol states and to messagesn other contexts (such as the interaction protocol in figure 2) this
The points on the agent lifeline that are connected by messages arghoice cannot be made up front. Effectively this translation intro-
converted to places. The messages themselves make up the secorgices a “look-ahead”. We fix this by requiring that the transition

type of place and are labelled with the message type.

The figure below illustrates how the places are derived from the
AUML representation. Stage 0 is the original interaction. It allows
the agent on the left to send a message another agent. In Stage

from P be triggered by a message — in this case eitharb. How-

ever, the transition fron® to P’ and P” should not consume the
triggering message and we achieve this by adding the message as an
outgoing place of the transition. This improved translation (includ-

1 we identify the protocol states and name them. Stage 2 convertsing the dotted components) has the correct behaviour and does not
each state and agent message into a place. Stage 3 involves takequire any look-ahead. Note that the introduction of the additional
ing the connections between the agent lifelines and adding the nec-pjaces is necessary to capture the intention of the AUML notation
essary transitions (possibly adding additional places as discusseqthat the protocol be able to independently move into st@tesd
below). The connector in this example is a single arrow and is con- g) and does not reflect a limitation of the Petri net notation.

verted to a single transition. The transition is joined to the places
as shown below.

a a p a p a
D—D PD—D ol PO O
Q
© :
Stage 0 Stage 1 Stage 2 Stage 3

Note that the initial and final states of the protocol need to be
identified. These can be easily extracted from the protocol specifi-
cation, and translated places suitably marked. An initial state is one
with no incoming messages. A final state is one with no outgoing
messages. These are used to detect certain erroneous conditions.

4.3 Translating transitions

The transitions in a typical protocol will not be as simple as
those shown above. Specifically, AUML allows for nested connec-

Synchronisation (below) restricts a protocol from continuing to
the next state until it has sent both messages. The messages can
come from different agents and the order is not specified. We have
introduced two new states}’ andQ’ to ensure the agent cannot

tors. We present here a set of mappings from AUML messages to move into stateR until both messages are received. Note that this

Petri nets. The underlying intuition is that a message is handled by

is the dual of parallelism (ignoring the dotted components).



Finally, the sequencing connector is similar to parallelism, but
does specify an ordering of messages that needs to be followed.
The 1/a and 2/b require that message is sent first followed by
messagé. The translation is given below.

p a
P b
Va Q
P 2/bDR
Q
R

4.4 An Example

In figure 2 we presented a protocol specification for a credit card
exchange between two agents. Using the process outlined in the Figure 4: Credit Card Example
previous two sections we convert this protocol into the Petri net
equivalent so it can be used by the debugging agent. This protocol
is a good example as it includes a number of the connectors weare followind', therefore it keeps a list giossible protocolsThese
have discussed. Furthermore, the protocol includes a nesting ofpossible protocolsre the protocols from the library that currently
these connectors illustrating how non-trivial cases are handled by match the sequence of messages within a conversation. As the con-
the translation scheme presented. versation progresses tpessible protocolfist is reduced whenever

The translation creates places corresponding to each labelled proa message is received that causes an error in the individual proto-
tocol state and to each message. We then add transitions correcol. At the end of a conversation it is expected that a single correct
sponding to the connectors. Figure 4 shows the completed Petriprotocol remains in thpossible protocolist.
net. The transitions between M1 and B1, B1 and M2, M2 and B2  The execution of the debugging agent consists of the following
are straightforward. However B2 is connected to M3, M4, M5, M6 repeated cycle:
and there is a nesting of the connectors (see figure 2). We say that )
at B2 the Bank can send either approvemessage, &eject-2 1. Receive a message
message oboth a Reject-1and aFraud message (in any order).
Our Petri net in figure 4 expresses these rules properly. It should
be obvious that at each connector we have simply inserted the ap-
propriate transition rule as detailed in section 4.3. For instance, at
B2 we have the selection connector, therefore we have an input into
each of the transition boxes. The parallel connector also takes in-
puts from B2 and it should be obvious that the bottom half of figure 3. If the message belongs to an existing conversation then add
4 is identical to the parallel transition depicted in section 4.3. the message to each protocol instance in the conversation

5. EXECUTIONOFTHE DEBUGGING AGENT 4. Fire each Petri net within the conversatiop&ssible proto-

. . . . col list until no more transitions are enabled
Having translated the protocol into an equivalent Petri net rep-
resentation we now discuss how the Petri net representation can be 5. Examine the Petri nets for erroneous conditions (see below)

used to track protocol states, and how errors (of various types) can ) N
be detected. There are a number of different erroneous conditions that can

Recall that the debugging agent has a library of known protocols be detected. One of these is an unexpected message which corre-
that it uses to detect errors. The debugging agent also keeps a lisEPonds to an unprocessed message. If after firing a Petri net any
of current conversations, when a message is received it is added toig|pa allows for the inclusion of a protocol name in their mes-

the appropriate conversation and is processed. During a conversasages and if it is included then this list would not be needed, see
tion the debugging agent does not know what protocol the agents http://www.fipa.org/specs/fipa00061/XC00061E.htriisc505483417

2. If the message does not belong to any conversation (deter-
mined by examining theonversation i}l create a new con-
versation by instantiating all matching protocol instances and
initialising them (by placing a token on the initial state of
each protocol instance)




message place has tokens then that message was unexpected a
the protocol instance should be deleted fromphbssible protocol
list.

Another detectable erroneous condition is where a protocol is
considered to have completed but there are tokens on non-final
places.

Finally, if the set of protocol instances corresponding to a con-

a
nd la

2/b

@ (b) ©

versation becomes empty report an error. This could be caused byFigure 5: Different interpretations of an ambiguous interaction

an entirely unknown message being received, in which case all en-
tries in thepossible protocolist would be removed in one cycle.
For example, if the bank sentcp message.

Consider now the following sequence of messages between ag, DISCUSSION

merchant and a bank:

e Merchant to bank: credit card request (CCR)
1. A new protocol instance is created and a token placed
on M1.
2. Atoken is placed on CCR

3. The net is fired which removes the two tokens (on M1
and CCR) and places a token on B1

Bank to merchant: credit details request (CDR)

1. Atokenis placed on CDR

2. The net fires removing tokens from CDR and B1, and
placing a token on M2

Merchant to bank: credit card details (CCD)

1. Atokenis placed on CCD

2. The net fires removing both tokens, and placing a token
on B2

Bank to merchant: approve

1. Atoken is placed on the Approve place

2. The net fires removing both tokens and placing a token
on M3

Bank to merchant: fraud

1. Atoken is placed on the Fraud place

2. No transitions are enabled. In particular, since there is
no token on B2 no transition which usesaud can fire

3. The debugging agent reports a bug: the fraud message
was unexpected — the merchant wasn'’t expecting any
further messages.

We have implemented a debugging agent using the algorithms
presented and have tested it on the example above (for which it

Debugging multi-agent systems is challenging and good tool sup-
port is highly desirable. We believe that integrating debugging with
the larger picture of agent oriented software engineering will en-
able us to move beyond the current generation of visualisation and
debugging tools. Specifically, more precise information can be pro-
vided to the programmer by making use of design artifacts during
debugging. In this paper we looked at the use of interaction pro-
tocols for debugging a multi-agent system and presented a design
for a debugger which “eavesdrops” on agent conversations and is
able to give precise and informative error messages when protocols
aren’t adhered to.

We noted that the underlying AUML notation was not a suitable
representation for the debugging agent and so we defined a trans-
lation from (a subset of) AUML to Petri nets. This translation is
of value in its own right since it gives the AUML subset precise
formal semantics, and since it allows tools for checking properties
of Petri nets (e.g. livelock, deadlock, etc.) to be applied to AUML
protocols. Furthermore it provides a systematic general method for
addressing the issue of detecting failures by showing how specifica-
tions can be automatically converted into monitoring components.

Although the translation presented addresses many of the more
common AUML constructs, there are a number of AUML con-
structs which are not handled. In some cases extending the trans-
lation is a simple matter, in other cases the extension is more in-
volved. For example, AUML's multiplicity connector (denoted by
a message followed by an asterisk) means that the message can be
sent an arbitrary number of times and can be accommodated by
an extension of our translation fairly easily. On the other hand,
preconditions require additional information that is not easily ex-
tracted from the messages: the debugging agent cannot know when
an arbitrary condition becomes true since it doesn’t have access to
the internal beliefs of other agents.

One problem that we encountered in our work with AUML is the
incompleteness of the specification. The definitions in (e.g.) [6]
lack precise semantics and are ambiguous in a number of places.
For example, figure 5(a) shows what we believe to be a different
way of representing sequencing. We are assuming that message
a must be sent before messagéequivalent to figure 5(b)) How-
ever, another plausible interpretation of figure 5(a) is that there is
no ordering constraint implied (i.e. equivalent to figure 5(c)). By
using the formal semantics of the Petri net we are removing the am-
biguity from much of the AUML notation. A potential drawback
with translating a design specification that has weak semantics into
one with stronger semantics is that it relies on making assumptions

indicated an error at the appropriate place). We have also convertedthat may not be intended by the original developers. We avoid this

and tested several FIPA interaction protocols, including the call for
proposal, request interaction and query interaction protocols. Our

impact by only providing translations for constructs that are unam-
biguous. Future work will involve interaction with both the FIPA

debugging agent was able to identify incorrect message exchangeand AUML communities to clarify and strengthen their specifica-

whenever it occurred. We have also performed testing to ensure
that correct message exchanges are not erroneously flagged by th
debugging agent.

tions so that we may provide a more complete set of translations.
e A final important component of AUML which we have looked
into but have not yet formalised in this paper is that of cardinality



of messages or more simply, more than two agents engaging in atively filter the information presented to the programmer, so as to
conversation. This is typical of auction protocols where there is an avoid overloading her with too much information while not miss-
initiating agent that requests a bid from a number of participating ing out on vital information which would aid in diagnosing and
agents. To effectively debug such a conversation we need to includelocating errors.

all of the participant within a single Petri net. This introduces the  We are not the first to suggest the use of Petri nets in specifying
issue of tracking which message belongs to which agent. A possi- agent communication (see e.g. [4, 12]). Nowostawski et al. [12]
ble solution to this is to use coloured Petri nets. Each agent pair, also use their petri nets for debugging purposes, however the details
i.e. initiator and participant, is represented by a colotte#en of this are not explained and there is no systematic approach for
and any message they send results in a token of this same coloudeveloping the protocols. This is where our approach differs, we
being placed in the associated message place. To ensure messagéave provided a method for translation from AUML (which is more
match up with tokens we add some logic into the transitions that likely to be used by practising software engineers who are familiar
does a simple check to see if all incoming tokens are of the samewith UML) to Petri nets that should enable developers to construct,
colour. or convert their own protocols into an equivalent Petri net that can

be used for debugging within our debugging agent.
6.1 Related Work

It has been argued that Multi-Agent systems merely represent a6.2  Future Work
specific form of distributed systems [17]. Several methods have The first item of future work is to integrate the debugging agent
been developed to assist in the debugging of distributed systems:into a number of multi-agent environments and assess it's ability
recording a history of execution for analysis or replay [10], ani- to detect incorrect interaction and provide useful debugging infor-
mating the execution of a system at runtime by providing a visual mation in a variety of environments. We will also be continuing
representation of the program [2], race detection algorithms to fa- our work on providing translations for as many of the AUML con-
cilitate the detection of simultaneous access to shared resourcesstructs as possible, as stated earlier this will require interaction with
model checkers and declarative debuggers to automate the procesthe FIPA and AUML communities.
of verifying the expected behaviour of execution [21, 13]. Note that although we have discussed checking agent interaction
The debugging techniques developed for distributed systems canagainst interaction protocols, the use of sets of interaction protocol
be used to facilitate the debugging of multi-agent systems to someinstancesossible protocolsenables the debugging agent to also
extent, however, there are characteristics specific to agent systemgheck agent messages against interaction diagrams. Although in
that require specific attention. Traditional distributed systems sup- this case a violation should be viewed as a warning rather than as
port distributed information and processes whereas multi-agent sys-an error, since interaction diagrams are not intended to be complete.
tems address distributed tasks. The individual agents within a multi-  Interaction protocols are but one instance of a design artifact that
agent system are autonomous and they can act in complicated anaan be beneficially used in debugging. We are investigating how
sophisticated ways. Furthermore, the interactions between agentother design artifacts found in agent oriented methodologies such
are complex and often unexpected. These issues and others need tas Prometheus [18] can be used for debugging multi-agent systems.
be addressed for a multi-agent debugging approach. Acknowledgements: We would like to acknowledge the sup-
The current state of multi-agent debugging has not thoroughly port of Agent Oriented Software Pty. Ltd. and of the Australian
addressed the issues specific to agents. The most common apResearch Council (under grant CO0106934). We would also like
proach to date has been to borrow visualisation techniques andto thank James Harland for comments on a draft of this paper.
customise them to the needs of multi-agent systems. Visualising
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